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INFORMATION
ASSURANCE

WHAT TO DO NOW?

STOP!  Contact JITC your one-stop full-service T&E
provider. General consultation on this topic is available if
you are not ready to test.  Let�s explore this topic together,
so you might know your assurance level and what you can
do to make it better. All inquiries are strictly confidential.
Our test results are also confidential.

CALL NOW - the initial consultation is free!
Call 1-800-LET-JITC

ADDITIONAL INFORMATION

To obtain more information about JITC Information
Operations and Assurance or Warfare, Test and Evalua-
tion capabilities and procedures, please contact one of the
following JITC representatives:

Mr Alex Lazarevich
JITC IO/IA T&E Manager

DSN 879-5107
(520) 538-5107

e-mail: lazareva@fhu.disa.mil

Mr Al Slarve
JITC IA SMI (PKI/EKMS) Team  Leader

DSN 879-5362
(520) 538-5362

e-mail: slarvea@fhu.disa.mil

Ms Chris Long
Chief, Combat Support Systems

DSN 879-5061
(520) 538-5061

e-mail: longc@fhu.disa.mil

Protecting  Warfighter
Cyberspace

DoD Cybercop Test Team
Protecting the Warfighter

in Cyberspace

Joint Interoperability Test Command
ATTN:  Visitor Support Center

Building 57305
Fort Huachuca, AZ 85613-7020

1-800-LET-JITC
http://jitc.fhu.disa.mil

Support for the Warfighter....Anytime....Anyplace

Joint  Interoperability Test
Command



  INTRODUCTION

The DOD Warfighter, Information Opera-
tions, and YOU must be protected.  Our Infor-
mation Operations must be assured!  JITC
can help.

The JITC Information Assurance (IA) Test & Evalua-
tion (T&E) laboratories provide a  robust test capability
for your needs.  You need to know how to protect
yourself, detect unauthorized activity, react to an intru-
sion or disruption, and quickly restore your mission
critical capabilities.  Call JITC today for a confidential
consultation.

T&E CAPABILITIES

Listed below are only a few high interest IA items we
support:

t Configuration Assessments
t Vulnerability and Risk Assessments
t Penetration Tests (Hacker/Trusted Insider)
t Assessments (Hardware, System, Network, Pro-
       cess, and Organization)
t IA Common Operational Picture (IA COP)
t SMI and PKI Test Support
t EKMS Test Support
t Smart Card Support
t Security Tool Assessments
t Encryption Support
t General Technical Consultation
t Exercise Support

IA PRODUCTS & SERVICES

The JITC is postured to provide full IA support on a fee
for service basis, either inhouse at its IA Lab or through
collaborative relationships with other Major Range and
Test Facilities Bases (MRTFBs), and DOD T&E organi-
zations.  The JITC has the ability to test over the mini-
DII structure shown, to include added hacker realism.

OPERATING ENVIRONMENT

The JITC  IA Laboratory

t Comprised of various operating system platforms,
   NT and Unix.

t Networked over a three-tier network architecture,
    much like a mini-DII or IA COP environment.

tPossesses the capability to replicate almost any DOD
    environment required.

tFully operational DOD PKI Test Laboratory.

tFully operational EKMS "Testpack" Laboratory.

JITC is also available to travel to your site to view your
unique setup.

ARCHITECTURES

The JITC IA  T&E capabilities are suitable and flexible
to any architecture, DOD and private sector, be it
system, process, or network (tactical or strategic).

INTERNET TECHNOLOGIES

The JITC IA Laboratory possesses many Web and
Internet technologies.  Our testers are trained in Java,
JavaScripting, HTML, PERL, webservers, encryption,
and general leading-edge Internet technologies.

ARE YOU PROTECTED?

The assurance of Warfighter Information Operations
and  interoperability is critical.  Are your operations
protected?  How do you find out?  Let the JITC assist
you.  We know how to baseline your assurance environ-
ment, compare it to what's required, and tell you the
affordable solutions and countermeasures.  The JITC is
committed to meeting Warfighter information needs by
providing DOD an aggressive IA edge.
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ATM - Asynchronous Transfer Mode
CND - Computer Network Defense
COP - Common Operational Picture
DISN - Defense Information Systems Network
FDDI - Fiber Distributed Data Interface
GOSC - Global Operations & Security Center
IA - Information Assurance
JTF - Joint Task Force
LAN - Local Area Network
LCC - Local Control Center
PC - Personal Computer (NT)
RCC - Regional Control Center


